NEWBIE CORNER:
Configuring a home router
(Turns out this is very close to a
solution for an entire island with no
communications)




Router

» Special computer that connects two networks.

* Typically connects a smaller network (like 2, 6,
14, 30,62,126,0r 254 computers) to the “rest of
the world”

* Routers make packets move properly by
inspecting the Internet Protocol number of the
addressee and determining which direction
packet should go, out or in?
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Interruption: What is a

* Packet: string of 1's and O’s in a structured

format that conveys not only a bit of a
sentence, but also source and destination

information (in a “*header”).



2nd Interruption:

How to send 1's and O’s over a

 Two major ways are PHASE SHIFT KEYING
and FREQUENCY SHIFT KEYING. Basis of
more complicated systems.

* FSK is easy: bounce back and forth between a
couple of frequencies.

* PSK used to be more of a mystery to me. NOT
ANY MORE.



Period 1

Period 2

Audio tone literally played into the mic input

This is a ONE

Completely reversed
phase (180deg) -- this is

. a ZERO



 That ABRUPT phase change generates a zillion
audio frequencies.....makes the signal (both
audio and RF) take up a BUNCH MORE
SPECTRUM.....

e bad news...



Add shaping to

Period 1 Period 2

SHAPIN

Audio tone literally played into the mic input

This is a ONE Completely reversed
phase (180deg) -- this is
a ZERO




Result: switch phas

Period 1 Period 2

Audio tone literally played into the mic input

far smaller bandwidth

This is a ONE Completely reversed
phase (180deg) -- this is
a ZERO




Period 1 Period 2

Base signal is a rapidly (but smoothly) pulsing audio tone

A

far smaller bandwidth

ONE (normal phase) ----- >phase shift-> ZERO
Switching the phase at point of low mic
signal means far less power at wider frequencies




Physical/Data Bott

* Physical: single sideband or FM signal

* Data Link: the pulsing phase-shifting packet signal
e Could be 80meters; 2 meters; 2.397 GHz....same!
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Gotta move on!

We could talk for hours about the physical layer....modulation...
how we can increase the throughput by using a higher audio
frequency and shorter periods (faster clocking)--and look at the
SIDEBANDS of that audio “carrier” that we're creating -- or how we
could add more TONES and modulate each of them with different
info -- “OFDM” (orthogonal frequency division multiplexing) and
how that works....but we can’t do an entire RF ENGINEER
curriculum tonight...




Add “ID”

* Once we have 1's and 0’s understood, we can
add a “callsign” -- or in network language, we
add identifying numbers -- such as the
INTERNET PROTOCOL NUMBER of a
computer (IP NUMBER)

* [You advanced types: yes, I'll get to MACs.
hold your horses]



IP numberrs come from Network («
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Configure Route

* We are going to configure a household router to
set up a “sub-net” and to provide DHCP
services for that subnet.

* What is DHCP?



DHCP

* DHCP assigns IP (internet protocol) numbers to
computers.

« BECAUSE: Computers do not come from the
factory with IP numbers assigned, because the
factory does not know if they will be used at
your house, or at McDonalds -- which have
different subnets!

* Network interfaces come from the factory with a
MAC NUMBER assigned. (Media Access
Control)



L Settings

@ Wi-Fi

Properties

SSID:

Protocol:

Security type:
Network band:
Network channel:
IPv6 address:

Link-local IPve address:

IPve DS servers:

IPv4 address:
IPv4 DNS servers:
Manufacturer:
Description:

Driver version:

Copy

Physical address (MAC):

Go deep enough into your computer’s
settings and you can discover the MAC
number for each network interface.

Gordonlphone6s They should all be unique.

WIFL 4 (02 Assigned at the Factory.

WPAZ2-Personal

2.4 GHz

1 (But of course.....hackers have ways to

sonasiisozrasasses4glinof’ and make their computer LOOK

fe80::35d4:3ec2:8697.d8e%28 . iy . .y - y
feSID::1858:822{]:56::1&:6%8%28'Ike It 1S Somethlng It 1SN t

fe80::1858:8220:56de:66b8%28
172.20.10.5

172.20.10.1

Intel Corporation

Intel(R) Dual Band Wireless-AC 3160

E4-F8-9C-34-D2-53




e | et's come back to this MAC number stuff in a
bit.
* First, lets connect to our household router.

- Either by WIFI, where you select “your” router
fromm those showing up in your wifi list

— Or by an actual cable going to one of the LAN (not
WAN) ports on your router.



Once Connect

* Use your browser to go to the address (gotten
from the MANUAL) 192.168.0.1

* Hit Enter (the system added the /index.html by
itself)

* You get this page:

@ 19216501 X | W Subnetwork - Wik X | W Address Resolution X | [§

& - (O @ Notsecure | 192.168.0.1/index.html

Tenda

Internet Connection Status
ﬁ Status

—



* If there are preliminary settings, work through
them and then click on ADMINISTRATION on
the left hand menu




@0 Tenda Wireless Router *

& Status

@ Internet Settings
F yireless Settings
A% Bandwidth Control
"D wireless Repeating
¢} Parental Contrals
':L‘(‘ Advanced

o)

w Administration

+

C @ Motsecure | 192.168.0.1/index.html

Login Password

Mew Password

Fepeat New Password

WAN Parameters

rATU

Clone MAC

WAN Speed

LAMN Parameters

LAN 1P

Subnet Mask

Must be numbers and letters

Repeat New Password

1500

Restore Factory MAC

Ao

192.168.0.1

2552552550

o v H e

English«

You Can:

-- add an admin
password

--mess up your “big

. side(WAN or Wide
Area Network)

Factory WMACT 0495 B 19:44:80

parameters
“—-set the LOCAL

AREA NET IP number

and “subnet” mask

-- WHAT IS THAT??

.
., ot




* AND THAT is what we are going to learn about
here....




a Tenda Yireless Rauter 4 + = >

&« C @ Mot secure | 192.168.0.1/index.html o [oos] e :
o)

Administration
¢ LAMN Parameters

LAMN P 192.168.0.1 A
Subnet Mask 2852852850

DHCP Server ¥ Enanble

Start IP 192 168.0) 100
EndIF 192 168.0 200
Preferred DMS Server 192.168.0.1

Alternative DND Server

Femote Web Management

Remote Management [ Enahle

Date & Time

Time Zone (GMT-02:00)Eastern Time v

Cancel

L Type here to search




a Tenda Wireless Router 4 +

e

— ®
C @ Notsecure | 192.168.0.1/index.htrnl o Tt = @ :
2 Wireless Settings WiFi Narme and Password
WiFT Name Tenda 194480 = O Hide WiFi [ 7]
#% Bandwidth Contral - (@)
SecUrity Mode Mone v
Y wireless Repeating
# Parental controls WiFi Schedule
Ey ~ _
K Advanced WiFi Schedule ) Enable ® Disable
ﬁ{, Adrministration
WPS
WPS ' Enable ® Disable

Wireless Parameters

Metwark Option 1Mk ¥
YWireless Channel ALto v Current Channel: 7
Channel ¥idth Auto v Current Channel Width: 20MHz

Cancel

L Type here to search




* |In IP-speak, one of our computers on our local
area net is a "host”




* |P Address in binary

* 10101010.10101010.10101010.10101010
* 170.170.170.170

* Local subnet may use a portion of the IP’s
* 10101010.10101010.10101010.10101 XXX
* 3 bits = 8 possible numbers. (.168-.175)




* 10101010.10101010.10101010.10101 XXX
* 3 bits = 8 possible numbers. (.168-.175)

e Base number is
- 10101010.10101010.10101010.10101000
- 170.170.170.168

Network portion = everything but the last 3



* The bits that are part of the Network Identifier
11111111, 11111111, 11111111, 11111
* (remainder are the host identifiers)

* Expressed as a number, the Network portion is
e 255.255.255.248 = NETMASK.

e |[f we had all 255 numbers in our local area net,
the network identifier would be 255.255.255.0



* Net mask just explains in a binary way which
portions of the IP number belong above us, and
which ones are at our local area net level (host
identifiers)



ARP

 Network cards come with MAC numbers, not IP
numbers.

« DHCP “assigns” |IP numbers to cards’ MAC
numbers, builds a TABLE.

* You can also do this STATIC, yourself....no
DHCP server needed.




How |IP communicat

* Packets go from a mac number to a mac
number at the lowest level.

* Highest IP number = broadcast -- everyone
listens to it.

* You want to send a packe to 170.170.170.172,
you send a broadcast request to the broadcast
address 170.170.170.175 for, "who is .1727”

* The card with .172 assigned answers and tells
their MAC number. Now you pass the packet.




* Find your own IP address and what is working
LAMN adapter Wi-Fi:

Connection-specific DNS
IPvE Address.

IPvE Address. ..
Temporary IPvE Address.
Link-local IPwE Address
IPvd Address.

Subnet Mask

Default Gateway
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thernet adapter Bluetooth MNetwork Connection:

Media State . . . . . . . . . . . : Medla disconnected
Connection-speciftic DNS Suftix :

192.168.1.1 is my default gateway (to the outer world) -- MY ROUTER



MEMORIZE

* ipconfig

* Tells you your ipnumber for each interface and
lets you know basically what is working.



* For devices that are open to it, allows you to
test whether you can reach them by IP

* Ping my router:
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e arp -a

* Let's you see the MAC<->IP table for all hosts
known on your network by your computer
(recently)

swUsershGordonrarp -a

Interface: 192.168.1.247 --- ﬁnlL
al Address Type
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e fracert foxnews.com

C:wUsershyGordonrtracert foxnews.com

Tracing route to foxnews.com [72.
over a maximum of 38 hops:
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BACK TO MESH HA

* You are used to this router setup

WIFI router coax,
connects cable,
something

BUT IT DOESNT HAVE TO BE THAT WAY! Routers can
be manufactured either way.







System

Linksvys* Model No.  EF3124 24-Port 10/1
' Module St
1 2 3 4 5 6 i
LINK/ACT @
X @ o
LINK/ACT

Power @ FDX .- b -
13 14 15 16 17 18 19 20 2122 2%

Cisco SYSTEMS

66.207.62.83 |

— LAN = ~WAN/DMZ —
@wvN @ @ @ LNK [ BN

Enterprise ROUter @Fireval® @ @ 100 [ B
MultiService Security {/p/F ® et as0 @ @ N

Factory_
Reset Pt P2 P3 P4 P1 P2 P3 P4

Console

TracStar Systems ap ANTENNA CONTROLLER

MVS SERIES
ACU

TracStar Systems

MVS SERIES
ACU




your end

DHCP provided for

wired clients -- could

be computers,
printers, VOIP
telephones....even a
WIFI router to give
access to WIFI-
based devices

MESH UBIQUITI
ROUTER

far end

The connection to
the big wide world
here is WIFI and
connects to other
ham radio MESH
devices -- and the
computers and
telephones, winlink
gateways or
whatever THEY are
connected to.



* Turn off my WIFI| connections
* Connect up wired ethernet to MESH

dEthernet adapter Ethernet:

Connectlon-specific DMNS Suftfix . : local.mesh
Link-local IPﬁu Addr : feBO::bE3ft:2ab6:ael 4bc A0

IPv4 Addres: - 16.162.157.27
Subnet ”d_l. ST U T TR - £ - P L g e B

¥ e R R R R RS e R .l‘l

Detault Gateway . . . . . . . . . : 18.163.157.17

Connect to my new router (port 8080 for this web system)
10.163.157.17:8080



ANATEUR BARID EMEROGENCY DATA HETWORE

KX42-002

Help [ Refresh |

WiFi address
LAMN address

wWan address

default gateway

| hesh Status | | OLSR Status |

| WiFi Scan | | setup | |Se|en:t a theme "’|

10.90.57.209 / &
fe20::6a72:51ff:feSa:39d1 Link

10,163,157 .17 / 28
fes0::6a72:51ff:feSb: 3941 Link

naneg
fe20:6a72:51ff:ifeSb:39d1 Link

noang

SignalfMNoise fRatio

firmware version
configuration

system time

uptime
load average

free space

-46 / -95 / 49 dB

2.16.1.1
mesh

Tue Febh 28 2017
19:08:22 UTC

3 min
0.14, 0,23, 0,11
flash = 2420 KB

ftmp = 14320 KB
memory = 152 KB

Fart of the AREDMN™ Project. For more details please see here




Click on

* Similar to setting up our home router -- just the
big wide world is now WIFI....and our local area
network...is wired, with a subnetmask etc.

Help | oave Changes | | Reset “alues | | Default “alues | | Reboot |

Node Name KX4Z-002 [F Password | ®
MNode Type |Mesh Mode ¥ | verify Password | ®
BIG WIDE WORLD | OCAL AREANET
WiFi LAM WA
Protocal LaM Mode |13 host Direct * | Protacol disabled ¥
IP &ddress 10,5057, 2039 IP Address 10.163.157.17 ONS 1 2888
Metmask 255 .255.255.240
Netmask SETUY DNS 2 5844
ODHCP Server ||
coID AREDM
53 DHCP Start 18 ; :
Advance
Mode |A|:I—H|:u:: ¥ | SRIEr B = =
Mesh Gateway [«
Channel 22097
_ Advanced
Channel Width Dicahla

-
Default Route -

Active Settings

Antenna selection is now auktomatic

T# Power 9




Disaster Usage

* Only passes TCP/IP packets
* useful for anything that works over data

* huge bandwidth -- 5 to 20 MHz (far far wider
than ham radio -- like your own cell tower
connection)

* ham radio limitation -- no encryption, no $$



High Point...

Local Area
Net --
computers
VOIP phones
anything that
uses Internet

Possibly long
distance radio

|systems

RESOURCES
potentially

web servers

? limited internet
WINLINK gateways
WebEOC
Resource ordering
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