
  

NEWBIE CORNER:
Configuring a home router

(Turns out this is very close to a 
solution for an entire island with no 

communications) 



  

Router

● Special computer that connects two networks.
● Typically connects a smaller network (like 2, 6, 

14, 30,62,126,or 254 computers) to the “rest of 
the world”

● Routers make packets move properly by 
inspecting the Internet Protocol number of the 
addressee and determining which direction 
packet should go, out or in?



  



  

Interruption:  What is a packet?

● Packet:  string of 1’s and 0’s in a structured 
format that conveys not only a bit of a 
sentence, but also source and destination 
information (in a “header”).  



  

2nd Interruption:  
How to send 1’s and 0’s over a microphone? 

● Two major ways are PHASE SHIFT KEYING 
and FREQUENCY SHIFT KEYING.   Basis of 
more complicated systems.

● FSK is easy:  bounce back and forth between a 
couple of frequencies. 

● PSK used to be more of a mystery to me. NOT 
ANY MORE.  



  



  

● That ABRUPT phase change generates a zillion 
audio frequencies.....makes the signal (both 
audio and RF) take up a BUNCH MORE 
SPECTRUM.....

● bad news...



  

Add shaping to each period



  

Result: switch phase at soft point



  



  

Physical/Data Bottom Layers
● Physical:  single sideband or FM signal
● Data Link:  the pulsing phase-shifting packet signal
● Could be 80meters; 2 meters; 2.397 GHz....same!



  

PSK-31 drawing.  



  

Gotta move on!
We could talk for hours about the physical layer....modulation...

how we can increase the throughput by using a higher audio 
frequency and shorter periods (faster clocking)--and look at the 

SIDEBANDS of that audio “carrier” that we’re creating -- or how we 
could add more TONES and modulate each of them with different 
info -- “OFDM”  (orthogonal frequency division multiplexing) and 

how that works....but we can’t do an entire RF ENGINEER 
curriculum tonight...



  

Add “ID”

● Once we have 1’s and 0’s understood, we can 
add a “callsign” -- or in network language, we 
add identifying numbers -- such as the 
INTERNET PROTOCOL NUMBER of a 
computer (IP NUMBER)

● [You advanced types:  yes, I’ll get to MACs.  
hold your horses] 



  

IP numberrs come from Network (or Internet) layer

REF: https://24itworld.wordpress.com/2016/08/04/iso-osi-model-layers-of-the-network/



  

Configure Router

● We are going to configure a household router to 
set up a “sub-net” and to provide DHCP 
services for that subnet.

● What is DHCP?



  

DHCP
● DHCP assigns IP (internet protocol) numbers to 

computers.   
● BECAUSE:  Computers do not come from the 

factory with IP numbers assigned, because the 
factory does not know if they will be used at 
your house, or at McDonalds -- which have 
different subnets!

● Network interfaces come from the factory with a 
MAC NUMBER assigned.   (Media Access 
Control)



  

Go deep enough into your computer’s
settings and you can discover the MAC
number for each network interface.

They should all be unique.  
Assigned at the Factory.

(But of course.....hackers have ways to
“spoof” and make their computer LOOK
like it is something it isn’t.



  

● Let’s come back to this MAC number stuff in a 
bit.  

● First, lets connect to our household router.
– Either by WIFI, where you select “your” router 

fromm those showing up in your wifi list
– Or by an actual cable going to one of the LAN (not 

WAN) ports on your router.



  

Once Connected

● Use your browser to go to the address (gotten 
from the MANUAL)   192.168.0.1

● Hit Enter  (the system added the /index.html by 
itself)

● You get this page:



  

● If there are preliminary settings, work through 
them and then click on ADMINISTRATION on 
the left hand menu



  

You Can:
-- add an admin 
password
--mess up your “big 
side(WAN or Wide 
Area Network) 
parameters
--set the LOCAL 
AREA NET IP number 
and “subnet” mask
-- WHAT IS THAT??



  

● AND THAT is what we are going to learn about 
here....



  



  



  

● In IP-speak, one of our computers on our local 
area net is a “host”

●



  

● IP Address in binary
● 10101010.10101010.10101010.10101010
● 170.170.170.170
● Local subnet may use a portion of the IP’s
● 10101010.10101010.10101010.10101XXX
● 3 bits = 8 possible numbers. (.168-.175)



  

● 10101010.10101010.10101010.10101XXX
● 3 bits = 8 possible numbers. (.168-.175)
● Base number is 

– 10101010.10101010.10101010.10101000
– 170.170.170.168

Network portion = everything but the last 3



  

● The bits that are part of the Network Identifier
● 11111111.  11111111.  11111111. 11111  _ _ _
● (remainder are the host identifiers)
● Expressed as a number, the Network portion is
● 255.255.255.248 = NETMASK.
●  
● If we had all 255 numbers in our local area net, 

the network identifier would be 255.255.255.0
●



  

● Net mask just explains in a binary way which 
portions of the IP number belong above us, and 
which ones are at our local area net level (host 
identifiers)



  

ARP

● Network cards come with MAC numbers, not IP 
numbers.

● DHCP “assigns”  IP numbers to cards’ MAC 
numbers, builds a TABLE.   

● You can also do this STATIC, yourself....no 
DHCP server needed. 



  

How IP communications work

● Packets go from a mac number to a mac 
number at the lowest level. 

● Highest IP number = broadcast -- everyone 
listens to it.

● You want to send a packe to 170.170.170.172, 
you send a broadcast request to the broadcast 
address 170.170.170.175 for,  “who is .172?”

● The card with .172 assigned answers and tells 
their MAC number.   Now you pass the packet. 



  

ipconfig  (windows)

● Find your own IP address and what is working

192.168.1.1 is my default gateway (to the outer world) -- MY ROUTER



  

MEMORIZE

● ipconfig
● Tells you your ipnumber for each interface and 

lets you know basically what is working.



  

Memorize:  ping
● For devices that are open to it, allows you to 

test whether you can reach them by IP
● Ping my router: 



  

Memorize:  arp -a
● arp -a
● Let’s you see the MAC<->IP table for all hosts 

known on your network by your computer 
(recently)



  

Memorize: tracert  (“trace route”)
● tracert foxnews.com



  

BACK TO MESH HAM RADIO

● You are used to this router setup

YOUR 
SIDE

ROUTER REST OF 
WORLD

WIFI router 
connects

coax, 
cable, 
something
. 

BUT IT DOESNT HAVE TO BE THAT WAY!  Routers can 
be manufactured either way.



  



  



  

MESH ROUTER

your end MESH UBIQUITI 
ROUTER

far end

DHCP provided for 
wired clients -- could 
be computers, 
printers, VOIP 
telephones....even a 
WIFI router to give 
access to WIFI-
based devices

The connection to 
the big wide world 
here is WIFI and 
connects to other 
ham radio MESH 
devices -- and the 
computers and 
telephones, winlink 
gateways or 
whatever THEY are 
connected to.  



  

● Turn off my WIFI connections
● Connect up wired ethernet to MESH
●

Connect to my new router  (port 8080 for this web system) 
10.163.157.17:8080



  



  

Click on “setup”
● Similar to setting up our home router -- just the 

big wide world is now WIFI....and our local area 
network...is wired, with a subnetmask etc. 

BIG WIDE WORLD LOCAL AREA NET



  

Disaster Usage?

● Only passes TCP/IP packets
● useful for anything that works over data
● huge bandwidth -- 5 to 20 MHz (far far wider 

than ham radio -- like your own cell tower 
connection) 

● ham radio limitation -- no encryption, no $$



  

High Point...to High Point
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